Are your employee
passwords putting
your company at risk?
The impact of a security breach.

In 2017, 4 out of 5 security leaders
thought it was likely that their enterprise
would experience a cyber attack.1

191

days to identify a
data breach.

66

days to recover
from a data breach.2

Cybercrime is estimated to cost businesses more than
$2 Trillion by 2019.3

Why passwords put you at risk.
81% of confirmed breaches are due to weak, reused or stolen passwords.
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55%

of people reuse passwords.5

61%

of IT execs rely on employee education to enforce strong passwords.6

78%

of IT execs say they do not have complete control over cloud apps used
by employees.

68% of IT execs know this lack of control opens them to significant risk.
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191 Number of passwords used by the average person.8

Breaches can happen in any
industry – even those with
strong compliance regulations.
In a study of 65 organizations:

24%

15%

of breaches affected
financial organizations.

of breaches involved
healthcare organizations.

15%

12%

of breaches involved
retail and accomodation
organizations.

of breaches involved
public sector entities.

Take control of your business.
4 steps to reducing your risk of a breach:
1. Re-assess your internal security policies
2. Invest in employee training – but don’t stop there!
3. Put employee knowledge to the test with mock phishing attacks
4. Build a strong foundation with a password manager

69%

of employees said they would
use a password manager if it
was offered to them.9

A password manager can generate strong passwords and remember them for
employees, removing the burden from employees and reducing your company’s
risk of a security breach.

Want to learn more about LastPass?
Visit: lastpass.com/enterprise
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