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The need to strengthen enterprise authentication is almost universally acknowledged. Security 
professionals are quick to look at two-factor and multifactor solutions to accomplish the goal. Clearly, 
the addition of second and third factors addresses the need. However, in the process, security 
professionals often fail to consider the value of the first factor — the password — in such solutions.  

The following questions were posed by LastPass to Frank Dickson, research director of IDC's 

Security Products research practice, on behalf of LastPass' customers. 

Q. What are some of the greatest security issues companies are facing today?  

Where do they start? 

A. The 2018 cybersecurity reality is not favorable. The sophistication of cybermiscreants is growing 

rapidly. A proliferation of security toolsets to combat the sophisticated cybermiscreants has 

resulted. The attack surface is larger; there are a growing number of environments and devices to 

protect as we witness the death of the enterprise perimeter. And, maybe most notably, we have a 

scarcity of qualified information security professionals to engage the threat. 

So where do you start? Well, the biggest "bang for the buck" comes from doing the basics well. 

Step 1 is always maintain and patch systems. As we address the basics as they relate to 

cybersecurity, no conversation can be complete without the sobering statistic brought to us by 

Verizon's 2017 Data Breach Investigations Report (DBIR). The report states that "81% of 

hacking-related breaches leveraged either stolen or weak passwords."  

Essentially, organizations have a password problem. Despite the sophisticated security 

measures enterprises are putting in place, something as fundamentally simple as a password 

is tripping them up. 

Q. If companies enforce good password hygiene, rotating complex passwords every 

month, won't that solve the problem? 

A. The issue organizations continually fail to address with common "best practices" surrounding 

password hygiene is that expectations are completely unrealistic and are as mythical as 

unicorns and Bigfoot. The average individual user can have 130 or more unique online 

accounts for which to practice "good password hygiene." Frankly, practicing such good 

password hygiene with 130 individual accounts is impractical. Individuals may exist who have 

such capacity; it would be challenging to meet one who is both willing and able. 
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The only way to successfully solve the password problem is to provide the organization with 

identity and access management tools that solve the problem. If you are starting from scratch 

or have identified gaps in your existing solutions, password managers are a great first step. 

Q. So if companies decide to implement a password manager, where does stronger 

authentication like multifactor authentication (MFA) fit in? 

A. MFA is the use of "factors" in addition to a password to strengthen authentication. Examples 

would be something like a biometric such as using a fingerprint with a cell phone or using a 

token such as a USB key. MFA is a natural next step in strengthening authentication. It is a 

good, better, best scenario. Providing employees with tools to manage passwords is good. 

Enabling employee productivity with single sign-on is better. Providing people with easy-to-use 

yet strong MFA tools would be best. 

Selecting a password management solution requires a little future proofing. You may not choose 

to implement an MFA solution. However, if you do, you will want a password management 

solution that offers the ability to easily add an MFA solution. Trust me. You and your users will 

not want the headaches of switching password management solutions in the future. "Perfect is 

the enemy of good" is a famous proverb. We are guilty of this in security: If we cannot implement 

perfect immediately, we tend to do nothing. In authentication and password management, it is 

really a process. Start with good, and then move to better and best. 

Q. What about privileged account management (PAM) solutions? 

A. Great question. All accounts are important. Some accounts are more important than others.  

If all your IT assets are in AWS, you will want to treat the admin passwords with special care. 

Likewise, if you are an online retailer, access to the ecommerce server needs to be treated 

as if your business depends on it — because it does. The importance grows if the credentials 

are shared among multiple individuals. 

However, just as with individual credentials, privileged accounts have to be managed so that 

they also enable work to get done. Privileged account management enables secure access 

while providing transparency, trackability, and ease of management. While I am passionate 

about the importance of protecting privileged accounts, the reality of the situation is that a 

breach can start anywhere. The typical hacker's playbook is to compromise credentials and 

then escalate privileges. Thus the comprehensiveness of a solution is equally important. 

Everyone should be given the tools to be protected.  

Q. Are password authentication tools all about security?  

A. No! The view that managing the password problem is all about security is a common 

misconception. Sure, security and privacy are critical. However, the key value of a good 

solution is to allow an organization to provide services to end users. It's all about enabling 

access. Honestly, tell me if you have ever met a person who has used a single sign-on 

experience and wants to give it up.  

Think about the following: 

 The average user can easily have over 130 online accounts. A good identity platform  

can enable one set of credentials to log on to several accounts, eliminating complexity for 

end users. 

 For many passwords that we use infrequently and are challenged to remember, the 

process often begins with five minutes of trying to guess the password and getting locked 

out of the account, followed by five minutes of unlocking the account and resetting the 

password. The reduction of aggravation is a benefit to all. 



©2018 IDC 3 

 Identity platforms can even eliminate passwords by using other authentication methods 

that are stronger and easier to remember, such as a fingerprint. 

 Single sign-on is another valuable feature, allowing a person to "sign on" once yet access 

multiple accounts without signing on again. 

Even if you've implemented a single sign-on solution, you still may have a password problem. 

Single sign-on solutions will cover a finite number of applications. They seldom cover all 

applications. Additionally, corporate single sign-on solutions also cover only known corporate 

applications. Password management tools help address the shadow IT problem in a 

meaningful way. 
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