
 

 

 

 

Integrated Identity Controls Throughout the 
Organisation Bring Security and Business Benefits 

Questions posed by: LastPass by LogMeIn  

Answers by: Mark Child, Research Manager, European Security, IDC  

Q. In this digital era, identity has become a challenge and an 
opportunity for many organisations. The traditional secure 
perimeter is disappearing, and identity provides a means to create 
a new secure flexible perimeter. In IDC's view, what are the 
fundamental solutions that make up a comprehensive identity and 
digital trust (IDT) solution? What should organisations consider 
deploying to provide effective IDT security?  
A.  

IDT (previously referred to in IDC's taxonomy as identity and access management) 
comprises a set of solutions used to identify users (employees, customers, 
temporary and agency staff, etc.) and control their access to IT resources by 
associating user rights and restrictions with the established identity and assigned 
user accounts. In the first half of 2019, European organisations invested $932 
million in IDT solutions. The key subcategories of the IDT market are identity 
management suites and single sign-on (SSO), advanced authentication, B2C 
identity management and privileged account management (PAM).  

The identity management suite should ideally govern the whole life cycle of a user 
identity, from enrollment, through ongoing management of roles and permissions, 
to decommissioning. This last point is very important — we hear so often that 
cybercriminals have compromised systems through the use of supposedly obsolete 
credentials. 

SSO, enterprise password management (EPM) and advanced authentication  — 
particularly multifactor authentication (MFA) — are currently in high demand across 
all sectors as organisations consolidate their infrastructure and systems while also 
striving to provide a smooth, efficient user access experience combined with 
stronger security.  

Together, identity management suites and SSO are the focus of just over half of 
European IDT investments, with authentication solutions making up a further third. 
The remainder of investment is divided between B2C identity management and 
PAM. Demand for PAM solutions is driven by concerns about insider threat and the 
leaking of confidential information, with organisations seeking to add a further 
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degree of security and control for "superusers" and anyone in the organisation with 
access to sensitive or high-value data. 

Finally, it is worth serious consideration of what identity solution is deployed and 
how. As is clear from the above, identity management requires a complex set of 
solutions to cover all requirements. Those solutions need to be integrated and 
interoperable, correctly configured and up to date. Deploying disparate products 
from different vendors risks integration problems and even blind spots in coverage. 
An integrated identity suite from a single vendor — or an identity platform that 
adds integrated components from well-established alliance partners — will bring 
considerable benefits in reducing that risk. In addition, organisations should 
consider using a cloud-based identity as a service (IDaaS) solution, as this 
addresses many of the operational challenges around managing the identity 
platform and can improve the overall level of protection for the organisation. IDaaS 
requires fewer internal resources (both in terms of headcount and required skills), 
freeing up the security team for other tasks; it also taps into the experience and 
expertise of a dedicated identity provider; and it can provide considerable cost 
savings — benefitting the business. According to IDC data, in 1H19 in Europe, the 
market for cloud-based identity solutions grew by 18%, while on-premises solution 
revenue was flat year on year.  

Q. Although the enterprise must cope with identity needs at digital 
scale, passwords remain a core component of IDT approaches. But 
passwords are also a source of frustration for users and 
vulnerability for organisations. Some argue that the digital 
explosion has rendered the password system untenable. Do you 
consider that to be the case? If so, will we see the end of 
passwords?  
A.  

Passwords are a core component of many MFA solutions that combine "something 
you have" (e.g., a token or smartphone) and "something you are" (typically a 
biometric characteristic such as a fingerprint) with "something you know" — the 
password. Even within an MFA context, however, passwords remain a major 
problem: the typical user nowadays needs to remember anything from 90 to 200 
log-ins and passwords (see LastPass — The Password Exposé), with each website or 
application having its own requirements in terms of password strength, length, 
complexity and characters. Password guidance varies too, with some experts 
recommending passphrases and others espousing long, complex, alphanumeric 
passwords peppered with special characters. The outcome of all of this is an 
ambivalent attitude to password security and rampant bad practice: weak 
passwords, reused passwords, password sharing, common passwords for personal 
and professional uses, and of course passwords scribbled on post-it notes and 
stuck on the monitor. These outcomes are particularly concerning given the array 
of tools widely available to hackers that can enable them to crack weak passwords 
within minutes; not to mention the additional dangers of social engineering and 
password theft. 

Identity as a service 
addresses many operational 
challenges around 
managing an identity 
platform, requires fewer 
internal resources and can 
improve the overall level of 
protection for the 
organisation. 
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Technology goes some way to addressing these challenges: SSO enables 
organisations to reduce the number of passwords needed by employees, covering 
an approved set of apps with a single log-in. However, SSO alone is not a 
comprehensive solution. Employees are always likely to use a wider set of apps 
than that covered by the SSO and a key danger is reuse of the SSO log-in for 
another site or service. If that site gets breached, the SSO password is then in the 
hands of the hackers. Password vaults, also known as enterprise password 
managers (EPMs), are an excellent and complementary tool in this respect, enabling 
users to securely store limitless numbers of strong, randomly generated passwords 
and input them instantly and securely when requested. EPMs can also provide 
further capabilities that significantly benefit the organisation, such as checking the 
credentials of the site being accessed, enforcing password reset policies, providing 
federated access, logging and auditing sessions, and providing reports for 
compliance.  

Some vendors point to biometrics as the answer to password and 
authentication challenges. Any organisation considering the adoption of 
biometric authentication needs to assess very carefully each use case for which 
it is considering it, what biometric data is required, if that data will be stored 
and how it will be protected. The convenience and sophistication of modern, 
advanced biometric authentication methods can provide an effective solution to 
certain enterprise requirements, thus providing a workforce with a frictionless 
means of authentication that satisfies both the use case and security 
requirements, and in turn improves the overall user experience.  

Some organisations are striving toward a passwordless future, with entities such as 
the FIDO Alliance working on open authentication standards to enable stronger 
authentication without increasing user friction. This is the quintessential trade-off 
that organisations are grappling with. As long as business is going smoothly, UX 
considerations are likely to take precedence as they are aligned to productivity and 
therefore have the board's ear. As for passwords themselves, while solution 
providers are making progress toward enabling a future less dependent on 
passwords, it is unlikely we will see the death of them any time soon.  

Q. Does the need for an integrated identity suite hold true 
everywhere and for all organisations? Surely SMBs are not so much 
"in the firing line" as large enterprises? And what about verticals? Is 
this primarily for banking and finance, or do we all need to be 
aware? Finally, what about regions — Europe, for example, has the 
GDPR now, so does that set it apart?  
A.  

According to IDC's pan-European Security Survey 2019 (covering 700 management 
or C-level respondents, security decision makers and influencers across 16 
countries), "managing users, identities and access" is the number 2 IT security 
priority, behind only "security culture and awareness" (an area that is very closely 
linked with IDT when it comes to security hygiene and best practices). In the Central 
and Eastern Europe (CEE) subregion it is also number 2, while in Western Europe it 

Managing users, identities 
and access is a top security 
priority for almost all 
European organisations, 
regardless of country, 
vertical sector or 
organisation size. 
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is number 4 (just behind compliance — another closely connected area when we 
consider access to confidential data). By country, it is number 2 in the UK, the 
Czech Republic, Poland and Russia, and top 5 in Belgium, Germany and Italy. Some 
markets such as Benelux and the Nordics rank identity outside the top 5 concerns, 
but it is likely the case that these countries are ahead of the curve, having invested 
heavily over the past decade in infrastructure and solutions for egovernment and 
other initiatives. For example, the long-standing presence of strong e-identity and 
government identity initiatives in these countries — such as Denmark's NemID 
concept for internet banking and egovernment services — helps to embed the idea 
that identity is a central tenet for both security and usability.  

In terms of verticals, identity is only the number 5 priority for banking and finance 
(where a lot of the work has already been completed), but in telco and in education 
it is number 1, and in almost every other vertical sector it is a top 5 concern. It is 
the number 1 concern for small organisations (100–499 employees), number 2 for 
medium-sized organisations (500–999) and a top 5 concern for most large 
enterprises (2,500 or more employees). To conclude, identity and access is a top 
priority for all European organisations regardless of country, sector or size. 

In terms of IDT spending per country, as we might expect, the UK (22.6%), Germany 
(21.5%) and France (14.7%) are the three biggest European markets. Germany and 
France are also two of the fastest-growing markets for IDT investments, with five-
year compound annual growth rates (CAGRs) of 7.6% and 8.7% respectively. 
However, there are also many more European markets with comparably strong 
growth forecasts for IDT spending, including Belgium, the Czech Republic, the 
Netherlands, Russia and Spain. In terms of technologies, B2C identity management, 
advanced authentication, and identity management suites and SSO will drive 
growth in Western Europe. The trends are similar in CEE, but this region will also 
see a strong increase in PAM investments over the next five years. 

Regulatory compliance is a significant business driver in the adoption of IDT 
solutions, particularly within regulated industries. Under the Payment Card Industry 
Data Security Standard (PCI DSS), which governs the financial services and retail 
sector, organisations can be penalised for failing to implement access controls that 
limit which employees have access to sensitive data. The EU's Second Payments 
Services Directive (PSD2) adds a security layer to the already complex rules about 
what European banks can do with customer data. In opening financial APIs to third-
party providers, strong authentication controls are core to protecting customers 
from fraud. The EU's GDPR, which includes large financial penalties for non-
compliance, drove growth in the European IDT market throughout 2017 and 2018, 
as companies, both big and small, are now required to ensure that security is 
central to their data strategy. Those organisations also need to prove that they can 
control and protect access to systems that hold personal data. With big fines 
similar to the GDPR, the EU Security of Networks & Information Systems (NIS) 
Directive also reinforces the importance of taking appropriate measures to secure 
organisational infrastructure, including access and identity controls to systems and 
functions supporting the delivery of essential services, such as energy and utilities.  



 

5 
 

INTEGRATED IDENTITY CONTROLS THROUGHOUT THE ORGANISATION BRING SECURITY AND BUSINESS BENEFITS 

IDC #EUR145722819 

Q. So, the requirements are there, the solutions are there and the 
market trends are generally positive. But not all organisations are 
on board with identity initiatives. As we all know, it's one thing to 
convince the CISO or security director, but another to persuade the 
board to approve an investment. What are the potential business 
benefits of an IDT deployment or upgrade, or what use cases could 
it apply to? What metrics or KPIs can we use to track the success of 
an IDT initiative?  
A.  

Investing in an IDT solution can address many business needs and use cases. The 
adoption of SaaS applications has been one of the biggest trends of digital 
transformation and is core to delivering many of the cost reduction and other 
benefits that organisations are seeking, but it also requires additional risk to be 
mitigated when migrating workloads to the cloud. According to IDC research, 
migration to O365 is the number 1 use case for IDT deployments and upgrades. 
This is followed by improving user efficiency by implementing SSO for cloud 
applications and bridging identity between on-premises and the cloud. An 
enterprise IDT suite can also bring efficiencies through, for example, automating 
user access provisioning by integrating the IDT with HR systems, or it can lead to 
reduced cloud app costs through the identification of unused licenses. Reduced 
costs, increased efficiencies, reduced workloads through automation: these are all 
clear business benefits that the board can understand and is likely to support.  

Other business cases come through improved security, risk mitigation, and 
supporting governance and compliance: 

 Strengthening enterprise security through strong authentication 

 Improving access controls to personally identifiable information 

 Reducing risk through adaptive or contextual authentication 

 Using the IDT platform to facilitate compliance reporting  

All these can help address risk and meet the organisation's regulatory and 
compliance requirements. According to IDC research, of all risk types that might be 
accepted to support business initiatives, boards are least likely to accept regulatory 
and legal risk — so again, IDT solutions such as MFA provide one of the most 
compelling arguments for generating board-level support. Finally, there are sector-
specific use cases such as connecting the IDT platform to a fraud engine to improve 
detection and reduce fraud costs or losses. 
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While understanding and communicating use cases are a key component for 
driving technology deployments such as IDT, another important consideration is 
how to engage lines of business (LOBs) and the board. There is a tendency for 
security teams to position use cases around technological architectures and 
product features. However, to generate broader buy-in and therefore improve the 
likelihood of success, it is critical to focus on how planned investments in IDT will 
drive business value. 

IDC's research shows that the number 1 business value that European enterprises 
seek from their security team is risk management. Therefore, security teams need 
to rethink how they communicate the impact of solutions. For example, the IDT 
discussion could shift from enforcing policy-compliant log-ins toward a 
quantification of the reduced risk exposure that a seamless authentication 
experience with better user uptake represents. 

Beyond this, the foundation for business decision making is financial management. 
It is critical that security leaders can understand and communicate the financial 
implications of their plans. Therefore, what is the cost/benefit analysis of your 
planned IDT initiative? Key opportunities to demonstrate value could be in areas 
such as the simpler supplier management offered by an end-to-end identity suite, 
the increased productivity of enterprise users benefiting from the improved user 
experience of an SSO solution, or the reduced burden on scarce and over-utilised 
security resources thanks to IDaaS.  

Q. What about our employees and business partners? They are the 
ones on the front line that work with the technology, that may have 
to change their processes and may be frustrated by the friction an 
IDT solution creates. At the same time, they can also create a weak 
spot or vulnerability through poor security practices. How do we 
balance good security and user experience, and how do we ensure 
that we get the workforce on board? As we know, user rejection 
can cause any IT project to fail despite the best intentions of the 
team behind it.  
A.  

As noted already in this study, many IDT initiatives are defined by the balance 
between security and productivity, with users at the nexus of that. A key part of the 
challenge is simply getting the project off the ground: in the early stages of 
adoption, when user experience is still low, productivity suffers, and this can lead to 
rejection of the solution. Two key forces must align to overcome this and achieve 
"launch velocity":  

 First, the project must have support from the board and champions of the 
new system in senior positions in key departments to drive acceptance and 
adoption by their teams. As noted in the previous question, this is driven 
through use cases and demonstrating business benefits.  

 Second, in the early phases of a deployment the IT and security teams 
themselves must be very active in communication, training and education, 

The number 1 business value 
that European enterprises 
seek from their security 
team is risk management, so 
security teams need to 
rethink how they 
communicate the impact of 
solutions. 
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responding to difficulties and collecting feedback from users. This last 
element is important: as long as users feel their concerns and queries are 
being listened to and addressed, they will be more likely to persevere with 
the system.  

As users get the first weeks of the solution under their belts and become familiar 
with its use, productivity will recover (and often improve beyond the previous level) 
and the success of the project is assured.  

Q. Business partners can be a concern for many organisations. We hear a 
lot about businesses being exposed to supply chain risk: systems being 
compromised through weak security or compromised credentials from a 
supplier or business partner. How should SSO be controlled or limited 
when it comes to partners, and what security benefits do MFA and EPM 
bring?  

A.  

Despite the clear benefits of SSO, it should be understood that it usually serves to 
govern access to a specific set of applications for a specific set of users, typically 
the company's own employees. If the company's SSO solution is to be extended to 
partners and suppliers, it must include the possibility to configure role-based 
access for specific positions and restrict rights and access for non-company users. 
The system should not allow any sort of lateral movement or unauthorised 
privilege escalation (two key behaviours of cybercriminals when they succeed in 
infiltrating a network).  

MFA and EPM also have a role to play here. It may be the case that the company 
has a due diligence agreement in place with its partners and SLAs regarding the 
service they provide. However, such policies are not always strictly enforced; it may 
also be the case that employees from the service partner do not maintain the same 
strict security standards. Credential sharing and reuse are key concerns here. This is 
where MFA can provide an additional layer of security, ensuring that every log-in 
from a partner to the company's systems is separately and individually 
authenticated. EPM can be a massive benefit for partners too: if they are providing 
services to tens or hundreds of clients, with unique log-in credentials for each, an 
EPM provides an invaluable tool for them to securely manage all those credentials 
without resorting to password reuse or weak passwords. 

Q. We've heard a lot of compelling reasons for upgrading to a 
modern cloud-based IDT solution. Can you give any closing advice 
or recommendations for any CISO or CIO that is weighing up these 
considerations, regardless of where they are on the IDT journey?  

A. 

One key thing to keep in mind for those considering adopting an IDT platform or 
updating their existing solution: many of the solutions in place today were 
designed and developed for legacy architecture and legacy infrastructure, often 
integrated with disparate solutions or bolted on almost as an afterthought. They 
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are neither designed nor optimised for modern architectures, cloud-based 
infrastructure, prolific SaaS application adoption or the mobile work practices of 
today's users. Modern IDT platforms comprise integrated, cloud-ready solutions 
designed to address all the needs and pain points both of the users and the 
organisation itself. So, when concerns arise about user adoption or rejection of a 
new IDT solution, be clear that it represents a major step forward and not 
something to fear.  

Nevertheless, IDC's research also shows that the reality for most European 
enterprises is a tapestry of multiple on-prem, private cloud and public cloud 
applications and infrastructures — a so-called multicloud environment. It is critical 
that IDT platforms support the need for users and workloads to move across these 
multicloud components without sacrificing usability or security — no mean feat. 
However, enterprises should feel empowered to challenge their prospective IDT 
providers as to how they can meet these requirements. 
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